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Plan intro Explaining NIST SP
800-53 NISTFSP-800-30 Risk
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Contractor Responsibilities for
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September24th, 2020 Risk
Assessment as per NIST SP
800-30 Chapter3---—RMFSTFEP4-
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ASSESSING-SECURIFY
CONTROLS—PART1

CISSP Practice Questions of the
Day from IT Dojo - #93 -
Smartcard Attacks \u0O026 PII in
the CloudCISSP Practice Questions
of the Day from IT Dojo - #100 -
Single Sign On and SIM Cards

RMFF2020-Cup-efCyberThe RMF
Prepare-StepPart1 NIST-SP
Controlsfornformation-Systems
I . :
CISSP Practice Questions of the
Day from IT Dojo - #91 -
Smartcard Deployments CISSP

Practice Questions-of-the Day-frem
) onti .
Reguirements RMF / security

compliance beginner reading list
NIST 800-37 NIST 800-53 and

NIST 800-12 NIST Risk
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Management Framework Step 1
Categorize | NIST Certification |
ARECyber LLC Anrtntroeductionto
the-Plan-of-Actionsand-Miestenes
POAN\UOO26MY)

Written Information Security
Program (WISP) - ISO 27002,
NIST Cybersecurity Framework
\u0026 NIST 800-53ESHAC
Webinar—Proteeting-Controled

Neonfederal- Systems-and-Orgs
CMMC V1 meets NIST 800 171:

Know what to do. EISSPPractice
Questions-of-the Day-frem11Dejo
- #95 - SDLC and Risk
Aceeptanee CISSP Practice
Questions of the Day from IT Dojo
- #94 - Information Classification
and SDLC CISSP Practice
Questions of the Day from IT Dojo

- #90 - Attacks and Incident
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Handling CISSP Practice Questions
of the Day from IT Dojo - #96 -
SDLC NIST SP 800-53 REV 5
Final 2017 08 31 12 02 Using the
NIST Cybersecurity Framework to
Guide your Security Program Nist
Sp-800-16-nrfermation

This document supersedes NIST
SP 500-172, Computer Security
Training Guidelines, published in
1989. The new document supports
the Computer Security Act (Public
Law 100-235) and OMB Circular
A-130 Appendix Il requirements
that NIST develop and issue
computer security training
guidance. This publication
presents a new conceptual
framework for providing
information technology (IT)
security training.
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ial Publication (SP:
SP 800-16 describes information
technology / cyber security role-
based training for Federal
Departments and Agencies and
Organizations (Federal
Organizations). Its primary focus
is to provide a comprehensive, yet
flexible, training methodology for
the development of training
courses or modules for personnel
who have been identified as having
significant information technology /
cyber security responsibilities.

ol Publicati Sp
Abstract This document
supersedes NIST 500-172,
Computer Security Training

Guidelines, published in 1989. The
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new document supports the
Computer Security Act (Public
Law 100-235) and OMB Circular
A-130 Appendix Il requirements
that NIST develop and issue
computer security training
guidance.

: : ol :
nist sp 800-16, A Role-Based
Model for Federal Information
Technology/Cybersecurity
Training is intended to be used by
Federal information technology/
cybersecurity training personnel
and their

Retired-braft} A Rele-Based
The standards are known as the

SP800 series (SP stands for
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Special Publications). They have
two documents that relate to
security awareness and education.
The first is SP800-16, the second
is SP800-50 which is titled
"Building an Information
Technology Security Awareness
and Training Program”. As stated
by NIST, the difference between
the two are as follows.

SP 800-16 describes information
technology / cyber security role-
based training for Federal
Departments and Agencies and

Organizations (Federal
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Organizations). Its primary focus
is to provide a comprehensive, yet
flexible, training methodology for
the development of training
courses or modules for personnel
who have been identified as having
significant information technology /
cyber security responsibilities.

“Fhire: F L Publicati
800-16Reviston1—NISF
Publications in NIST’ s Special
Publication (SP) 800 series
present information of interest to
the computer security community.
The series comprises guidelines,
recommendations, technical
specifications, and annual reports
of NIST’ s cybersecurity activities.
SP 800 publications are developed
to address and support the

security and privacy needs of U.S.
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Federal Government information
and information systems.

P tnf o]
NSF
SP 800-180 (Draft) NIST
Definition of Microservices,
Application Containers and System
Virtual Machines. ... SP 800-137
Information Security Continuous
Monitoring (ISCM) for Federal
Information Systems and
Organizations ... SP 800-16
Information Technology Security
Training Requirements: a Role-
and Performance-Based Model.

Search|}-ESRC-—NISTF
Supersedes: SP 800-53 Rev. 4

(01/22/2015) Planning Note (

10/5/2020 ): NIST has posted a
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spreadsheet (:xlsx) version of the
controls , also linked under
“ Supplemental Material.”

ol Publicati Sp
Resource Ildentifier: NIST SP
800-161. Guidance/Tool Name:
NIST Special Publication 800-161,
Supply Chain Risk Management
Practices for Federal Information
Systems and Organizations.
Relevant Core Classification:
Specific Subcategories: ID.BE-P1,
ID.DE-P1, ID.DE-P2, ID.DE-P3,
ID.DE-P5, GV.AT-P4. Contributor:
National Institute of Standards and
Technology (NIST)

NSTSP-800-161 | MNIST
NIST Special Publication 800-14

U.S. DEPARTMENT OF
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COMMERCE ... Generally
Accepted Principles and Practices
for Securing Information
Technology Systems Marianne
Swanson and Barbara Guttman
COMPUTER SECURITY , I ,.,.,he
1. National Institute of Standards
and Technology was established in
1988 by Congress ... 16 3.2.1
Central Security Program ...

NIST-SP-800-14.Generally

Date Published: July 2020
Comments Due: September 11,
2020 (public comment period is
CLOSED) Email Questions to: sec-
cert@nist.gov Planning Note
(7/31/2020): We encourage you to
use the comment template to
record and submit your

comments.Author(s) Joint Task
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Force. Announcement. Draft SP
800-53B provides three security
control baselines for low-impact,
moderate-impact, and high-impact
federal ...

SP-800-53B(braft);Ceontrol

The application includes related
manual procedures as well as
automated procedures. Payroll,
accounting, and management
information systems are examples
of applications. (National Institute
of Standards and Technology
[NIST] Special Publication [SP]
800-16 ). 2. A software program
hosted by an information system
(NIST SP 800-137).

i . :
NIST SP 1800-16 documentation
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16 . National Institute of Standards
and Technology Special
Publication 800-53B . 17 . Natl.
Inst. Stand. Technol. Spec. Publ.
800-53B, 85 pages ... NIST
Special Publication (SP) 800-53B
has been developed to provide
security and privacy . 115 . control
baselines for the Federal
Government. These control
baselines had previously been .

| i : ‘ .
95 the cost-effective security and
privacy of other than national
security-related information in 96
Federal information systems. The
Special Publication 800-series
reports on ITL’ s research, 97
guidelines, and outreach efforts in

information system security, and
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its collaborative activities 98

Braft-SP-800-209,-Seeurity

NIST SP 800-181 R. EV. 1 (D.
RAFT) W. ORKFORCE . F.
RAMEWORK FOR . C.
YBERSECURITY (NICE F.
RAMEWORK) ii 86 . Reports on
Computer Systems Technology 87
The Information Technology
Laboratory (ITL) at the National
Institute of Standards and 88
Technology (NIST) promotes the
U.S. economy and public welfare
by providing technical

Workforce-Framework-for
Page
NIST Role-based Training

Guideline: SP 800 -16, Rev. 1.
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NIST Role-based Training
Guideline: SP 800 -16, Rev. 1.
Mark Wilson, CISSP. Computer
Security Division. National
Institute of Standards and
Technology. - March 23, 2010 -.
mark.wilson@nist.gov. (301) 975-
3870 (voice) http://csrc.nist.gov/.
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